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Abstract 

Regulating cyberspace poses many challenges to policymakers worldwide: 

preserving net neutrality, and guaranteeing freedom of speech, cyberspace poses a variety 

of threats to our societies: from data theft to political and economic espionage and attacks 

of national critical infrastructure among others. The U.S. and Sweden responded with 

new directives and legislations to this challenge while working together on concise 

international standards for cyberspace and security. Similar to nuclear policy in the past, 

the challenge lies in creating a synonymous definition of the problem, and thereafter 

expanding beyond traditional issues of transatlantic relations. This paper analyses the 

strategies on cyber security currently employed by Swedish and U.S. policy makers, and 

explores to which extent they partake in international collaboration. Both are well-

developed cyber nations, but how do their policies differ, and what common ground is 

there for international partnership? This paper attempts to answer this question by 

examining existing policy in both respective countries. How are they similar, and what 

separates the two? As well as, determining which transatlantic organizations they already 

collaborate with. Tensions are running high worldwide after data thefts, and several 

hacking attempts. Common standards in cyberspace could advance globalization, and 

international trade.  

Keywords: cyber security, U.S., Sweden, international organizations, policy  
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Too Different for Cooperation: 

Comparing Cyber Security Policy in Sweden and the United States 

Introduction 

U.S. and Swedish Cyber Security 

Cyber Security is quickly evolving from a technological dispute into a strategic 

nightmare. The Internet has digitized and revolutionized the modern world, and through 

it, governments, companies, hackers, and ordinary people have gained an immense 

source of power. This power stems primarily from anonymity, which can allow an actor 

to commit cyber crimes without being recognized – a phenomenon of the 21st century that 

was usually not achievable through traditional means of espionage. Furthermore, the low 

startup costs of engagement provide a larger section of the population with the means 

necessary to commit cybercrimes. This source of power produces complicated dynamics 

in drafting cyber security policy, as there is an inherent problem of attribution. This is the 

most obvious in cases where responsibility was not adequately handled and can lead to 

deteriorating relations if a nation is blamed, but not ultimately responsible. These factors 

have created several different definitions and priorities of cyber security. The U.S. and 

Sweden were selected for comparison, as they are both highly developed nations with 

above average cyber capabilities. In addition to this, the U.S. and Sweden have in 2016 

agreed to closer defensive collaboration through signing a statement of intent (Mehta, 

2016). Sweden is increasingly concerned about Russian activities, but is still reluctant to 

fully let go of its neutral status by joining NATO. Although the aforementioned statement 

is unbinding, it does align with shifts in cyber strategy (Lagerkvist & Eriksson, 2016), 

and suggests there is room for more advanced defensive collaboration. Such collaboration 
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would according to Supreme Commander Michael Bydén require “a more robust 

collaboration on cyber and intelligence-sharing capabilities between Sweden and the 

United States, which would provide significant value to NATO’s interoperability in this 

space given Sweden’s strategic location and its ability to closely observe Russian tactics” 

(Nilsson, 2016). The sheer amount of cyber attacks that Sweden observes daily could be 

of great use to the U.S., by observing how Sweden reacts and how the cyber attacks are 

meant to destabilize its infrastructure. Sweden is considered a U.S. necessity in 

addressing the Baltic gap, and increased collaboration on cyber security will provide 

stability in a time of fake news, mega hacks, and government espionage (Nilsson, 2016). 

This comparison shows that the United States (U.S.) and Sweden have historically had 

differing priorities in securing their cyberspace, but recent shifts in political will have 

caused them to align more closely, alluding to the possibility of bilateral cooperation. 

The Nuclear Dilemma 

 The U.S. is often considered the frontrunner in cyber security (Brantly, 2014), and 

has as such contributed to the development of a cyber arms race, much like the 

development of nuclear in the 1950s. The notion of a “nuclear dilemma” in cyber security 

has since developed, which has created a plethora of problems for lawmakers. Much like 

the nuclear arms race, cyber security suffers from trust related issues. A treaty may 

promote nuclear disarmament, but in reality nuclear weapons still exist today and a 

common fear of nuclear war keeps them at an arms length. This same issue of trust is 

evident in cyber security policies to date. Countries are often willing to discuss their own 

defensive cyber capabilities, but do not share the same enthusiasm in discussing their 

offensive capabilities. The nature of cyber warfare is such that once an offensive attack 
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has been utilized it may not be available thereafter, as defensive capabilities figure out 

how to prevent it. This leads to a similar problem that nuclear faced, where distrust 

among nations causes a continuous development of offensive cyber capabilities. Rustam 

Goychayev (2016) suggests in his article that cyber and nuclear had two paths, one of 

peace and one of war. Solutions to the cyber dilemma often focus on these aspects, and 

promote the peaceful use of cyber technology over its destructive capabilities. States 

were at the time unable to find any common ground and rapidly capitalized on any 

advancements made during the age of the Internet. Despite the many threats posed by 

cyber they have been unsuccessful in drafting a compelling cyber deterrence agenda. The 

U.S. and Sweden, although recently more closely linked in defensive cooperation, have 

not yet been able to find this common ground on which they are comfortable enough to 

sign a treaty. Nuclear was able to achieve this through revolutionary work conducted by 

the UN on the Nuclear non-Proliferation Act (NPA), however these advancements were 

only made possible after intensive nuclear escalations by the U.S. and Russia. General 

insecurity and a devastating war paved this path and now cyber security experts are 

hoping that it will not come to that (Goychayev, 2016). Cyber security, although 

generally deemed less destructive than nuclear, suffers from one key problem that nuclear 

weapons have been spared of: namely, the attribution problem, which distorts policy 

makers’ views and obscures the true identity of an attacker. Recent developments in 

defensive capabilities allow IP addresses to be tracked, but the nature of cyber security is 

such that offensive capabilities are always one step ahead. The attribution problem did 

not plague the nuclear arms race, as an attacker could be easily identified. In cyberspace 

however, a country can contract private, so called black hat hackers, to infiltrate, steal, or 
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disturb a nations cyberspace. In this context it is incredibly difficult to trace the true 

intentions of the cyber attack back to the original perpetrator. Policy makers drafting 

regulations and treaties need to be aware of these similarities and derive similar strategies 

that were employed by the UN in drafting the NPA. One such lesson is that nations will 

need to align their strategies for cooperation to take place. Cyber security is a rapidly 

developing problem, which just like nuclear, needs to be addressed sooner rather than 

later.  

Defining Cyber Security 

For the purpose of this comparison cyber security will be defined as the standard 

set by the National Initiative for Cybersecurity Careers and Studies (2017) as “Strategy, 

policy, and standards regarding the security of and operations in cyberspace, and 

encompass[ing] the full range of threat reduction, vulnerability reduction, deterrence, 

international engagement, incident response, resiliency, and recovery policies and 

activities, including computer network operations, information assurance, law 

enforcement, diplomacy, military, and intelligence missions as they relate to the security 

and stability of the global information and communications infrastructure.”  

Cyber Security in the United States 

The Development of Cyber Capabilities 

 Since the end of the Cold War, the U.S. has been skeptical of any international 

collaboration on cyber security. This skepticism stems from a belief that international 

regulation on cyberspace will not be able to provide peaceful means of deterrence 

(Schutte, 2012). The U.S. philosophy has instead favored developing its own cyber 

capabilities in order to stay ahead of the international curve. This is an endeavor it has 
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been successful in achieving according to Brantly (2014). He argues that there has been a 

“trend of increased cyber capability” in the last few years, with countries such as the 

U.S., China, and Russia spearheading the initiative. Figure 1 from Brantly (2014) 

illustrates this point over a span of 18-years, and divides cyber capability into four 

separate categories that together determine their realized capabilities namely, computer 

networks attack (CNA), computer network defense (CDA), computer network 

exploitation (CNE), legal and regulatory development (LRD).  

Figure 1: The development of cyber capabilities in select nations. Source: Aaron 

Brantly, “The Cyber Losers.” http://www.tandfonline.com/doi/abs/10.1080/1741-

9166.2014.890520  

 

These four variables determine the cyber development of a nation, and as evident from 

the vertical axis of Figure 1, when one nation advances their own capabilities, other 
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nations in its periphery are likely to follow suit. This effect has lead to rapidly increasing 

escalations of cyber capabilities around the world, a shift that the U.S. in its brief on 

International Strategy for Cyberspace (2011) believes is best dealt with by “ensuring that 

the risks associated with attacking or exploiting our networks vastly outweigh the 

potential benefits.” This sentiment is a remnant of the nuclear arms race, which shifted 

the purpose of a developed army to preventing wars, rather than winning them. The battle 

for cyber dominance by the U.S. holds a strong resemblance to that point, and should 

therefor arguably be treated similarly. The U.S. heavily favors private and public 

cooperation, and believes that the public sector can best serve the private sector through 

extensive integration (McMahon et al., 2016). The integration between the private and 

public sector allows U.S. intelligence to prepare for any potentially dangerous situations, 

and in doing so evaluates any and all threats to critical U.S. infrastructure. In other words, 

it allows the U.S. to fully grasp a situation and deliver an appropriate response. This 

framework allows U.S. government agencies to alert private corporations of any potential 

or occurring attacks. Furthermore, it lays out the groundwork for when the U.S. would 

send out cyber command to eliminate any potential threats. Cyber command in this 

situation means the full capabilities of the U.S. to carry out and defend against any cyber 

attacks (McMahon et al., 2016).  

The U.S. Administration 

 Former President Barak Obama was quick to conduct a cyber security review 

when he came to power and determined that previous administrations had started 

meaningful discussions on how to engage domestically and internationally on cyber 

security. President Obama focused extensively on expanding the scope of U.S. cyber 
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security operations (FACT SHEET: Cyber security national action plan.2016), a 

sentiment that newly elected President Trump echoed in his campaign speeches, but has 

yet to follow through on (Lucey & Abdollah, 2017). There are several theories as to why 

President Trump has chosen not to engage in debates regarding cyber security, but most 

of them point towards potential Russian influence in the elections (Quinn & Lewis, 

2017). In an interview with the Center for Strategic & International Studies (CSIS) cyber 

expert James Lewis, a former cyber security advisor to the Obama administration, 

proposed that the new administration should not “reinvent the wheel.” He believes that 

the Trump administration is vastly different in its focus, but that it has inherited a sound 

cyber security structure. Despite this, the Trump administration is facing a series of new 

challenges in an increasingly interconnected world. The administration must figure out a 

way to stay on the bleeding edge of offensive and defensive capabilities of cyber security, 

as “a country that gives up ground in a security dilemma, according to the literature, 

would suffer adverse consequences to its relative security” (Brantly, 2014). It needs to 

accomplish this whilst appearing resolute in its promotion of human rights and 

democratic values. The most pressing challenge appears to be the U.S.’s ability to secure 

its power grid. There is widespread fear among cyber security experts that an attack on 

the power grid would knock out all the 16 areas of the U.S. economy that are considered 

critical infrastructure and dependent on electrical power, such as the financial sector 

(McMahon et al., 2016). To prevent this, the U.S. continuously develops its own 

offensive cyber capabilities, through which it hopes to deter any potential threats. The 

U.S. defense philosophy is that any country willing to attack the U.S. will suffer the same 

or preferably worse consequences. The administration has been exceedingly clear for 
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many years that such a response is not limited to cyber capabilities, and can mean the use 

of kinetic force (McMahon et al., 2016). The U.S. administration has been clear on this, 

as it does not want to spark controversy, should it choose to engage in kinetic warfare 

based on an extensive cyber attack.  

International Engagement/Cooperation 

 The U.S. actively participates in global forums on cyber security, and has since 

the Obama administration sought out bilateral agreements on how to deal with cyber 

incidents. One such example is the 2015 agreement on cyber security between the U.S. 

and the United Kingdom (U.K.), which stressed the severity of cyber threats in the 

modern era. During this meeting former President Barak Obama and former Prime 

Minister David Cameron both made clear that “domestic cyber security requires 

cooperation between governments and the private sector” (FACT SHEET: U.S.-united 

kingdom cybersecurity cooperation 2015). In other words, they concluded that the only 

way a nation can secure its domestic cyberspace is through international cooperation 

between governments worldwide. Despite this, the U.S. remains inherently enigmatic on 

any issues relating to its own cyber capabilities. These defensive advancements range 

from bilateral understandings, to improved firewall technology.  Current and former 

administrations openly discuss its advancements in defensive programs, but are often 

unwilling to divulge any secrets regarding offensive capabilities. In the post-Snowden 

era, this has become a seemingly impossible problem for foreign governments to 

overcome. Any U.S.–European Union (EU) negotiations were significantly harmed by 

the Snowden revelation, which explains the Obama administrations willingness to seek 

bilateral arrangements to repair any damage it may have caused. Furthermore, the U.S. is 
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a prominent member of NATO, which has recognized the growing problems of cyber 

security, and subsequently decided to recognize cyberspace as a domain of operations in 

July 2016 (Cyber defence.2017). There are however no clear distinctions on what can and 

cannot be done in cyberspace, as every nation is expected to protect its own cyber 

domain. NATO has attempted to rectify this by engaging in education, training, and 

various exercises related to cyber security to develop a common understanding of the 

problem. In addition, NATO is exceedingly active in the fight against disinformation, a 

recent phenomenon in cyber warfare that aims at creating distrust and ambiguity within 

another nation. Such issues have plagued the U.S., as the Democratic Committee was 

hacked by what most believe to be Russian actors, and fake news plagues social media 

(Mook, 2017). This problem was extensively discussed in the Presidents Inbox podcast, 

where the participants suggest that such influence is incredibly dangerous to any 

democracy, but that recent attempts to influence elections were not as influential as some 

may lead you to believe (McMahon et al., 2016). There is undoubtedly a growing 

concern that escalations in disinformation will eventually lead to a cause for concern, but 

for now it seems to be considered a minor problem in comparison to the vulnerabilities 

the U.S. faces with securing critical infrastructure. 

Cyber Security in Sweden 

Developing Swedish Cyber Security 

 As a modernized western country, Sweden was early to recognize the need for a 

cyber security strategy. Early initiatives such as the National Defense Radio 

Establishment cooperate with the Armed Forces and protect Sweden against any potential 

or realized cyber threats. In line with its core beliefs, Sweden decided promptly that 
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defensive capabilities should be prioritized in order to remain neutral on the international 

scene. Through this lens, Sweden has historically valued defensive over offensive 

capabilities and therefor engaged in more education and training. Sweden prioritizes 

securing its own networks and works closely with government agencies to ensure stable 

networks. An initiative in 2015 by the government saw to develop this feature of its 

defensive cyber capabilities. A previous review had proven a gap that required immediate 

action. As such, the government recognized the need for a strategy due to increasing 

uncertainty worldwide (NISU, 2015). CyberWiser (2016) conducted a review of Swedish 

cyber security and determined six strategic objectives that Sweden currently pursues. 

Objective one aims to strengthen governance and oversight of the central government on 

cyber security related issues, and develop a committee that can advise on any future 

cyber security gaps and risks. Objective six introduces another intriguing development in 

Swedish cyber security, namely Sweden’s desire to be a strong international partner, and 

a willingness to take consistent action internationally in all international and regional 

forums (Cyber wiser: Sweden.2016). This sentiment was also addressed in the 

aforementioned report (NISU, 2015) and states that “the threats against cyber security, 

and Sweden as a nation, cannot be dealt with nationally and will therefor require both 

cross-sectoral and international cooperation.” The report then mentions the willingness of 

Sweden’s closest allies to cooperate on cyber security frameworks, and their perceived 

desire for an international strategy. Notably absent is Sweden’s desire to strengthen 

relations between the public and the private sector, a weakness that CyberWiser (2016) 

noted as Sweden’s most pressing issue on developing its cyber security. There are some 

private to public relations present, but these only include partial coverage. The National 
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Telecommunications Coordination Group (NTSG) is one such relation, but it does not 

have a specific directive in developing cyber capabilities with the public domain. Without 

any plans for future developments, Sweden is facing a certain gap in its defensive cyber 

capabilities.  

The New Swedish Cyber Strategy 

 Sweden has recently undergone a strategic shift in light of recent international 

developments and perceived threats around the world. Remaining neutral is no longer an 

option available to the Swedish government. This is due to increased activity in the 

Swedish peripheral, which prominently consists of Russia, but also includes North Korea, 

China, Iran, Israel, France, and Germany (Lagerkvist & Eriksson, 2016). These countries 

are deemed to posses the greatest cyber capabilities, and with recent sightings of Russian 

submarines in Swedish waters (Braw, 2015), Sweden can no longer remain a passive 

actor. Instead, it has developed a “total defense” concept, which incorporates both 

military and civil defense. The new plan prioritizes offensive over defensive capabilities 

on cyber security, and highlights Sweden’s ability to carry out its own offensive cyber 

operations (Lagerkvist & Eriksson, 2016). The main challenge that faces Sweden now is 

how to determine whether or not it is at peace or at war. The blurry lines of cyberspace 

leave a lot of room for interpretation, which is why Sweden’s new directive emphasizes 

international cooperation, and strengthened oversight of cyber security in the central 

government (NISU, 2015). Sweden believes that this new initiative will remove some of 

the fog that surrounds cyber security. Furthermore, Sweden is determined to become a 

strong  
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The International Scene 

 On the international level, Sweden spearheads several forums, and engages in 

meaningful debate wherever possible. Since 2015 Sweden has agreed to cooperate with 

NATO’s Cooperative Cyber Defense Centre of Excellence, in an effort to strengthen 

bonds and further develop Swedish capabilities (Radebo, 2015). The information hub is 

open for all non-NATO countries, and serves primarily as an educational tool for cyber 

professionals. The Swedish government states in the same report prepared by Marinette 

Radebo, that it recognizes the successful work of the NATO hub, and that international 

cooperation is vital to ensure cyber security. The EU has a massive impact on Swedish 

cyber security. Recently adopted policies are under review by the Swedish government to 

determine what impact they will have. To date, the Swedish government follows and has 

implemented all EU directives into its own law, and is a strong spokesperson in cyber 

related forums on net-neutrality, human rights, and security. The EU is adamant that 

international collaboration is paramount if the cyber threat is to be addressed effectively. 

In this context, the EU has determined a need for a “coherent international cyber space 

policy, and to promote and project EU core values for cyber space” (Christou, 2016). The 

EU also recognizes the need for private to public relations domestically, a concept that 

Sweden has yet to realize fully. Furthermore, the UN has announced its interest in cyber 

security, and calls for global partnership. Sweden, being a willing member of the UN, 

recognizes this and strives towards an integrated global partnership where it can be 

achieved (UN ECOSOC, 2011). 
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A U.S. & Swedish Cyber Space Collaboration 

Bilateral Cooperation 

 As aforementioned, the U.S. and Sweden have recently adopted similar deterrence 

strategies, which may allow for increased collaboration. The U.S. desperately wants to 

fill its gap in the Baltic region to ensure its influence over the area, and prevent any 

further Russian aggression. However, the recent shift towards a more offensively focused 

deterrence strategy by the Swedish government may prove to harm any attempted 

bilateral agreements. The nature of cyber warfare is such that offensive strategies will 

always be one step ahead of defensive capabilities, and as such, collaboration between 

two nations is exceedingly difficult. The U.S. is very heavily focused on public – private 

relations in cyber security. For Sweden and the U.S. to engage in more extensive cyber 

cooperation, Sweden would have to expand on this area. There have been attempts at 

creating an integrative defensive policy, but many of the proposals and statements of 

intent are never drafted into any tangible treaties. This is partially due to Sweden’s 

absence from NATO, which would serve as an intermediary in aligning policies. Without 

NATO the U.S. and Sweden would have to draft a bilateral agreement, which would most 

likely occur through a EU-wide treaty. This option seems unlikely however, as it would 

require a consensus within the EU to cooperate and share information with the US on 

specific issues related to cyber security. The second alternative is a Scandinavian – U.S. 

treaty, which would require an extensive alignment in policy. The most likely scenario 

therefor seems to be a bilateral information-sharing framework between the U.S. and 

Sweden. Swedish policies are slowly aligning with U.S. philosophy, and if Sweden 
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successfully implements a closer relation between the private and the public sector, an 

agreement between both nations would be feasible.  

What would an information-sharing framework look like?  

A framework agreement would emphasize each nations own cyber capabilities, 

whilst providing necessary assistance if required by either party. The U.S. would benefit 

from added intelligence, whilst Swedish networks would have to allow U.S. integration. 

Such a symbiotic relation would increase Sweden’s readiness and provide a powerful ally 

should any networks be compromised. The U.S. would as aforementioned benefit from 

the intelligence, and an increased presence in the Baltic area. This is highly desirable to 

the U.S. as it attempts to gain strategic positioning against its eastern counterpart, Russia. 

There is no saying how Russia would respond to such an agreement, but an information-

sharing framework is the least invasive towards the current balance of cyber power. Any 

other agreement would most likely be met with Russian aggression, as the U.S. would 

essentially be moving into its backyard.  

Conclusion 

 The U.S. and Sweden have a broad history of different strategic choices, but 

recent fears have led the Swedish government to employ similar strategies to that of the 

U.S., which alludes to the potential for bilateral cooperation. Such cooperation would be 

heavily favored over deterrence strategies. Sebastian Schutte (2012) argues that 

increasing offensive capabilities for cyber war will not increase an actor’s security. 

Rather, it will increase the amount of global insecurity, and therefor lead to decreased 

security in any nation. There is still a lot to be done if an agreement was to be drafted, but 

as cyber is becoming a problem on a nuclear scale, nations will have to see past 
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differences and engage in collaboration to thwart further escalations. If an international 

forum or organization can achieve standardization in cyber norms throughout a bilateral 

or multilateral agreement, countries should be able to align their cyber strategies to allow 

for a treaty to take place.  
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